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How to Use This Guide

This guide includes detailed information on the switch software,
including how to operate and use the management functions of the
switch. To deploy this switch effectively and ensure trouble-free
operation, you should first read the relevant sections in this guide so
that you are familiar with all of its software features.

This guide is for network administrators who are responsible
for operating and maintaining network equipment. The guide
assumes a basic working knowledge of LANs (Local Area
Networks), the Internet Protocol (IP), and Simple Network
Management Protocol (SNMP).

This guide provides detailed i1
features. | t al so describes. t ht
For information on the command line interface refer to

CLI Management Guide.

The guide includes these sections:

ChapterlA Pr eparing f or Tikassechkoge ment 0
includes PC settings needed before accessing the
management web page.

Chapter2ii We b Ma n a g énaeles sedting descriptions
in the management web page.

This guide focuses on switch software configuration through
the web browser.

For hardware installation please refer:
Quick Start Guide

Revision History This section summarizes the changes in each revision of this guide.

Revision Date Description
v1.0.0 2023/04/15 Initial Release
V2.0.0 2024/08/14 Update to V3.0
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Chapter 1:Preparing for Management

Chapter 1:

Preparing for Management

In Preparing for Management:
This section will guide you how to manage this product via serial console,
management web page, and Telnet/SSH interface.

The switch provides both out-of-band and in-band managements.

Out-of-band Management: You can configure the switch via RS232 console cable
without having the switch or your PC connecting to a network. Out-of-band
management provides a dedicated and secure way for switch management.

In-Band Management: In-band management allows you to manage your switch with
a web browser (such as Microsoft IE, Mozilla Firefox, or Google Chrome) as long as
your PC and the switch are connected to the same network.

Preparation for Serial Console
Preparation for Web Interface

Preparation for Telnet/SSH Interface



Chapter 1:Preparing for Management
Prepaation for Serial Console

1.1. Preparation for Serial Console
Inside the product package, you can find an RS-232 console cable. Before managing your
switchviaout-or-band management, pl ease attach this

cab
switchds consol2e32p ofretmaa ned ciothsneRS or to your PCO

I
s
Toaccess t hi s -efantd mamagememt Gl (Command Line Interface), your PC

must have terminal emulator software such as HyperTerminal or PuTTY installed. Some

operating systems (such as Microsoft Windows XP) have HyperTerminal already installed. If

your PC does not have any terminal emulator software installed, please download and install

a terminal emulator software on your PC.

The following section will use HyperTerminal as an example.
1. Run HyperTerminal on your PC.

2. Give a name to the new console connection.

Enter a name and choose an icon for the connection:

Name:

3.

Enter details for the phone number that you want to dial:

Country/region: ILInitecI States (1) ;I

Area code: 123

Phone number: I

Connect using: CDMS vl




Chapter 1:Preparing for Management
Prepaation for Serial Console
Set the serial port settings as: Baud Rate: 115200, Data Bit: 8, Parity: None, Stop Bit:
1, Row Control: None.

Port Settings |

Bits per second: |l -

Data bits: IB

Parity: I Mone

Stop bits: |1

Flow contral: INone

Bestore Defaults |

ok | cancel | mppy |

The system will prompt you to login the out-of-band management CLI. The default
username/password is admin/admin.

IEMe Edit View Call Transfer Help

Username: admin

Password:

Login in progress. ..

Helcome to Vitesse Command Line Interface (v1.0).
Tupe "help’ or *7° to get help.

>

Connected 00:00:12 [Auto detect  [1152008-N-1 [SCROLL [CAPS [NUM [Capture [Print echo a
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Prepaation for Web Interface

1.2. Preparation for Web Interface

The management web page allows you to use a web browser (such as Microsoft IE, Google

Chrome, or Mozilla Firefox) to configure and monitor the switch from anywhere on the
network.

Before using the web interface to manage your switch, please verify that your switch and
your PC are on the same network. Please follow the steps down below to configure your PC
properly:

1.

Verify that the network interface card (NIC) of your PC is operational and properly
installed, and that your operating system supports TCP/IP protocol.

Connect your PC with the switch via an RJ45 cable.

The default IP address of the switch is 192.168.2.1. The switch and your PC should

locate within the same IP Subnet. Change your PC's IP address to 192.168.2.X, where

X can be any number from 2 to 254. Pl ease
assigned to your PC cannot be the same with the switch.

] Ethernet Properties

Networking | Sharing

General
Connect using:

£ Qualcomm Atheros AR8171/8175 PCI-E Gi You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following tems: () Obtain an IP address automatically

SOOS Facket Scheduler (@ Use the following IP address:

[ -+ Microsoft Metwork Adapter Muttiplescor P

wi Microsoft LLOP Protocol Driver P address: 92188 . 2 . 33
-4 Link-Layer Topology Discovery Mapper | Subnet mask: 255 .255 .255 . O
i Link-Layer Topology Discovery Respond

& Intemet Protocol Version & (TCP/IPvE) Default gatenay:
=i Intemet Protocol Version 4 (TCP/1Pvd)
<

Chbtain DNS server address automatically

(@) Use the following DNS server addresses:

Install... Uninstall

o Preferred DNS server:
Description
Transmission Control Protocol/Intemet Protocol Alternate DNS server:

wide area network protocol that provides com
across diverse interconnected networks.

[ validate settings upon exit

Advanced...

OK

Launch the web browser (IE, Firefox, or Chrome) on your PC.

ma Kk
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Prepaation for Web Interface

5. Type192.16821( or the I P address of the switch)

press Enter.
E Opera I £22 Speed Dial -

o © | 192.168.2.1

The web browser will prompt you to sign in. The default username/password for the
configuration web page is admin/admin.

Please sign in
You need to sign in with "192.168.2,1:80"

Site message: PoE

Username: admin

Password: 7T

-10-
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Prepaation for Telnet/SSH Interface
1.3. Preparation for Telnet/SSH Interface
Both telnet and SSH (Secure Shell) are network protocols that provide a text-based

command line interface (CLI) for in-band system management. However, only SSH provides
a secure channel over an un-secured network, where all transmitted data are encrypted.

This switch support both telnet and SSH manageme
CLI via telnet or SSH, both your PC and the switch must be in the same network. Before

using the switchdés telnet/ SSH managememdant CLI , pl
according to the previous chapter (2.2. Preparation for Web Interface).

Telneti nt er f ace can be accessed via Microsoft ACMDCGC
can only be accessed via dedicated SSH terminal simulator. The following section will use

PuTTYas an example to demonstrate how to connect
telnet and SSH uses the same way (though using different terminal simulator software) to

access in-band management CLI.

Access SSH via Putty:
A APUTTY Configurationd window wil/| pop up after

l nput the | P addr e $iest Nafe (brthPeaddsess)ot cfhi e lnd .t hTehei def a
address of the switch if 192.168.2.1.

Choose nASSKBaennextiontyfje¢ &ecti on, then press AENnter o.

Category:

B- S_ession Basic options for your PuTTY session

+Logging Specify the destination you want to connect to
- Terminal Port
Pa

- Keyboard 1
- Bell 15216821 bl

- Features Connection type: ) -

- Window (OJRaw () Telnet () Rloginl (®) SSH
----Appea@nce Load, save or delete a stored session
- Behaviour

. Translation Saved Sessions

- Selection

- Colours Default Settings
- Connection

Close window on ext: .
() Aways () Never (@) Only on clean exit

Cpen

I f youdre connecting to the PsTWYSecuhtyAléertd SEHdIdOwr t
willpoppup. Pl ea¥eso pr@escsomnti nue. This window wonodét p
connect to the in-band management CLI.

-11-
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Prepaation for Telnet/SSH Interface

PuTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsal key fingerprint is:

ssh-rsa 1040 dd:13:6b:be:26:1d:b0:0cef.af: 3%:f2:83:eT:aTi47
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this hest, hit Cancel to abandon the
connectien,

PuTTY will prompt you to login after the telnet/SSH connection is established. The default
username/password is admin/admin.

£P 192.168.2.1 - PuTTY = B

-12-



Web Management

Chapter 2:
Web Management

As mentioned in Chapter 1.2. Preparation for Web Interface, This switch provides a
web-based management interface. You can make all settings and monitor system
status with this management web page

In Web Management - Configuration:
This section will guide you how to configure the C-530 Series switch via the web
GUl interface.

In Web Management - Monitor:
This section will guide you through the web monitoring capabilities of the C-530
Series Switch

In Web Management - Diagnostics:
This section will guide you through the diagnostics capabilities of the C-530
Series Switch

In Web Management - Maintenance:
This section will guide you through performing maintenance functionality on the
C-530 Series Switch

-13-



Chapter 2 WebMlanagement- Configuration
2.1.1.1 System Information

2.1. Web Management - Configuration
In here you can access all the configuration options of the switch.

2.1.1. Configuration - System
2.1.1.1. System - Information
Configuration>System>Information

System Information Configuration

System Contact

System Name | |

System Location

Save || Reset

The switch system information is provided here.
System Contact

The textual identification of the contact person for this managed node, together with information on
how to contact this person. The allowed string length is 0 to 255, and the allowed content is the ASCII
characters from 32 to 126.

System Name

An administratively assigned name for this managed node. By convention, this is the node's fully-
gualified domain name. A domain name is a text string drawn from the alphabet (A-Z/a-z), digits (0-9),
minus sign (-). No space characters are permitted as part of a name. The first character must be an
alpha character. And the first or last character must not be a minus sign. The allowed string length is
0 to 255.

System Location

The physical location of this node (e.g., telephone closet, 3rd floor). The allowed string length is 0 to
255, and the allowed content is the ASCII characters from 32 to 126.

Buttons
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.

-14-
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2.1.12 SystemIP

2.1.1.2. System - IP
Configuration>System>|P

IP Configuration

Domain Name | [No Domain Name vl |
Mocdle

DNS$ Server 0 | | No DNS server v |
DNS Server1 | | No DNS server v |
DNS Server 2 | [No DNS server || |
DNS Proxy J

IP Configuration

Configure IP basic settings, control IP interfaces and IP routes.
The maximum number of interfaces supported is 128 and the maximum number of routes is 32.

Domain Name
The name string of local domain where the device belongs.

Most queries for names within this domain can use short names relative to the local domain. The
system then appends the domain name as a suffix to unqualified names.

For example, if domain name is set as 'example.com' and you specify the PING destination by the
unqualified name as 'test', then the system will qualify the name to be 'test.example.com'.

The following modes are supported:
No Domain Name: No domain name will be used.

Configured Domain Name: Explicitly specify the name of local domain. Make sure the
configured domain name meets your organization's given domain.

1 From any DHCPv4 interfaces: The first domain name offered from a DHCPv4 lease to a
DHCPv4-enabled interface will be used.

1 From this DHCPv4 interface: Specify from which DHCPv4-enabled interface a provided
domain name should be preferred.

1 From any DHCPv6 interfaces: The first domain name offered from a DHCPV6 lease to a
DHCPv6-enabled interface will be used.

1 From this DHCPvV6 interface: Specify from which DHCPv6-enabled interface a provided
domain name should be preferred.

Mode
Configure whether the IP stack should act as a Host or a Router.
Host: In Host mode, IP traffic between interfaces will not be routed.
Router: In Router mode traffic is routed between all interfaces.
DNS Server 0/1/2

This setting controls the DNS name resolution done by the switch. The following modes are
supported:

-15-
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2.1.12 SystemIP
No DNS server: No DNS server will be used.

Configured IPv4 or IPv6: Explicitly provide the IPv4 or IPv6 address of the DNS Server in
dotted decimal notation.

1 From any DHCPv4 interfaces: The first DNS server offered from a DHCPv4 lease to a
DHCPv4-enabled interface will be used.

1 From this DHCPv4 interface: Specify from which DHCPv4-enabled interface a provided DNS
server should be preferred.

1 From any DHCPv6 interfaces: The first DNS server offered from a DHCPvV6 lease to a
DHCPv6-enabled interface will be used.

1 From this DHCPVG6 interface: Specify from which DHCPv6-enabled interface a provided DNS
server should be preferred.

DNS Proxy

When DNS proxy is enabled, system will relay DNS requests to the currently configured DNS server,
and reply as a DNS resolver to the client devices on the network.

IP Interfaces

T DHCPvA I TPvd I DHCPvE I TPvG
L3 Enable | Elizndin) ‘ Mask Length | Enable | Rapid Commit | Current L Add Mask Length
nable [ e | ASG [ WEX ] ask Length | Enable | Rapid Commit | Current Lease ress ask Leng
1 7 [

VLAN
[Delete ] [ | R |

[Add Interface |

Delete

IP Interfaces

Delete

Select this option to delete an existing IP interface.
IF

The VLAN associated with the IP interface. Only ports in this VLAN will be able to access the IP
interface. This field is only available for input when creating a new interface.

DHCPv4 Enable

Enable the DHCP client by checking this box. If this option is enabled, the system will configure the
IPv4 address and mask of the interface using the DHCP protocol. The DHCP client will announce the
configured System Name as hostname to provide DNS lookup.

DHCPv4 Client ID Type

This specified which of the three type below, i.e. IfMac, ASCII or HEX, shall be used for the Client
Identifier. See RFC-2132 section 9.14.

DHCPv4 Client ID IfMac

The interface name of DHCP client identifier. When DHCPv4 client is enabled and the client identifier
type is ‘'ifmac’, the configured interface's hardware MAC address will be used in the DHCP option 61
field.

DHCPv4 Client ID ASCII

The ASCII string of DHCP client identifier. When DHCPvVA4 client is enabled and the client identifier
type is 'ascii', the ASCII string will be used in the DHCP option 61 field.

DHCPv4 Client ID HEX
-16-
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The hexadecimal string of DHCP client identifier. When DHCPv4 client is enabled and the client
identifier type 'hex’, the hexadecimal value will be used in the DHCP option 61 field.

DHCPv4 Hostname

The hostname of DHCP client. If DHCPV4 client is enabled, the configured hostname will be used in
the DHCP option 12 field. When this value is empty string, the field use the configured system name
plus the latest three bytes of system MAC addresses as the hostname.

DHCPv4 Fallback

The number of seconds for trying to obtain a DHCP lease. After this period expires, a configured IPv4
address will be used as IPv4 interface address. A value of zero disables the fallback mechanism,
such that DHCP will keep retrying until a valid lease is obtained. Legal values are 0 to 4294967295
seconds.

DHCPv4 Current Lease

For DHCP interfaces with an active lease, this column shows the current interface address, as
provided by the DHCP server.

IPv4 Address
The IPv4 address of the interface in dotted decimal notation.

If DHCP is enabled, this field configures the fallback address. The field may be left blank if IPv4
operation on the interface is not desired - or no DHCP fallback address is desired.

IPv4 Mask Length

The IPv4 network mask, in number of bits (prefix length). Valid values are between 0 and 30 bits for
an IPv4 address.

If DHCP is enabled, this field configures the fallback address network mask. The field may be left
blank if IPv4 operation on the interface is not desired - or no DHCP fallback address is desired.

DHCPv6 Enable

Enable the DHCPV6 client by checking this box. If this option is enabled, the system will configure the
IPv6 address of the interface using the DHCPv6 protocol.

DHCPv6 Rapid Commit

Enable the DHCPv6 Rapid-Commit option by checking this box. If this option is enabled, the DHCPv6
client terminates the waiting process as soon as a Reply message with a Rapid Commit option is
received.

This option is only manageable when DHCPV6 client is enabled.
DHCPvV6 Current Lease

For DHCPV6 interface with an active lease, this column shows the interface address provided by the
DHCPvV6 server.

IPv6 Address

The IPv6 address of the interface. A IPv6 address is in 128-bit records represented as eight fields of
up to four hexadecimal digits with a colon separating each field (:). For example,
fe80::215:c5ff:fe03:4dc7. The symbol :: is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can appear only once.

-17-
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System accepts the valid IPv6 unicast address only, except IPv4-Compatible address and IPv4-
Mapped address.

The field may be left blank if IPv6 operation on the interface is not desired.
IPv6 Mask Length

The IPv6 network mask, in number of bits (prefix length). Valid values are between 1 and 128 bits for
a IPv6 address.

The field may be left blank if IPv6 operation on the interface is not desired.
Buttons
1 Add Interface: Click to add a new IP interface. A maximum of 128 interfaces is supported.

91 Delete: Delete the entry.

IP Routes

Delete | Network | Mask Length | Gateway | Next Hop VLAN (IPv6) | Distance
[ Delete || || || | [0 |
| Add Route |

| Save || Reset |

IP Routes

Delete

Select this option to delete an existing IP route.
Network

The destination IP network or host address of this route. Valid format is dotted decimal notationor a
valid IPv6 notation. A default route can use the value 0.0.0.0 or IPv6 :: notation.

Mask Length

The destination IP network or host mask, in number of bits (prefix length). It defines how much of a
network address that must match, in order to qualify for this route. Valid values are between 0 and 32
bits respectively 128 for IPv6 routes. Only a default route will have a mask length of 0 (as it will match
anything).

Gateway

The IP address of the IP gateway. Valid format is dotted decimal notationor a valid IPv6 notation.
Gateway and Network must be of the same type.

Next Hop VLAN (IPv6)
The VLAN ID (VID) of the specific IPv6 interface associated with the gateway.

The given VID ranges from 1 to 4094 and will be effective only when the corresponding IPv6 interface
is valid.

If the IPv6 gateway address is link-local, it must specify the next hop VLAN for the gateway.
If the IPv6 gateway address is not link-local, system ignores the next hop VLAN for the gateway.
Distance

-18-
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The distance value of the route entry is used to provide the priority information of the routing protocols
to routers. When two or more different routing protocols are involved and have the same destination,
the distance value can be used to select the best path.

Buttons
1 Add Route: Click to add a new IP route. A maximum of 32 routes is supported.
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
1

Delete: Delete the entry

-19-
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2.1.1.3 System NTP

2.1.1.3. System - NTP
Configuration>System>NTP

NTP Configuration

Mode [ Disabled w |

Server 1

Server 2

Server 4

| |
| |
Server 3 | |
| |
| |

Server &

Save || Reset

NTP Configuration

NTP stands for Network Time Protocol, which allows switch to perform clock synchronization with the
NTP server.

Mode

You can enable or disable NTP function on this switch:
9 Disabled: Disable NTP client mode.
91 Enabled: Enable NTP client mode.

Server 1~5

Provide the IPv4 or IPv6 address of a NTP server. IPv6 address is in 128-bit records represented as
eight fields of up to four hexadecimal digits with a colon separating each field (:). For example,
'fe80::215:¢5ff:fe03:4dc7'. The symbol "' is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can appear only once. It can also
represent a legally valid IPv4 address. For example, '::192.1.2.34".

Also,you can just input NTP serverds URL here as well
Buttons

1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.1.4. System - Time
Configuration>SystenTtme

Time Zone Configuration

Time Zone Configuration
Time Zone | (UTC) Coordinated Universal Time ~
Hours
Minutes
Acronym | |{ 0 - 16 characters )

Time Zone Configuration
This page allows you to configure the Time Zone and daylight saving time.
Time Zone Configuration

 Time Zone:

Lists various Time Zones world wide. Select appropriate Time Zone from the drop down and
click Save to set.

1 Hours:

Number of hours offset from UTC. The field only available when time zone manual setting.
1 Minutes:

Number of minutes offset from UTC. The field only available when time zone manual setting.
1 Acronym:

User can set the acronym of the time zone. This is a User configurable acronym to identify the
time zone. You can use up to 16 alphanumeric charactersandpunct uat i on&, sfucd, as
and A. 0.

Daylight Saving Time Configuration

Daylight Saving Time Mode

Daylight Saving Time ‘ | Disabled ~

Daylight Saving Time Configuration
This page is used to setup Daylight Saving Time Configuration.
Daylight Saving Time Mode

When enabled, the switch will set the clock forward or backward according to the configurations set below for
a defined Daylight Saving Time duration.

9 Disable:Disable the Daylight Saving Time configuration. This is the default setting.
1 RecurringThe canfiguration of the daylight saving time duration will be applied every year.

1 Non-Recurring The configuration of the daylight saving time duration will be applied only once.
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Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time ‘ | Recurring V|
Start Time settings
Week E v
Day [Mon v
Month [Jan v
Hours [0 v
Minutes | 0 V|
End Time settings
Week [1 v
Day [Mon v
Month [Jan v
Hours [0 v
Minutes [0 v
Offset settings
Offset | (1 - 1439) Minutes

| Save || Reset |

Recurring Configurations
Start time settings

1 Week- Select the ending week number.

91 Day- Select the starting day.

1 Month - Select the starting month.

1 Hours- Select the starting hour.

I Minutes - Select the starting minute.
End time settings

1 Week- Select the ending week number.

1 Day- Select the starting da

1 Month - Select the starting month.

1 Hours- Select the starting hour.

I Minutes - Select the starting minute.

Offset settings

9 Offset- Enter the number of minutes to add during Daylight Saving Time. (Range: 3%o 14
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Daylight Saving Time Mode

Daylight Saving Time ‘ [ Non-Recurring ~|
Start Time settings

Month [Jan ~|

Date [1 ~|

Year [2014 ~|

Hours [0 ~|

Minutes [0 v|
End Time settings

Month [Jan ~|

Date [1 ~|

Year [2007 v|

Hours [0 v|

Minutes o] v|

Offset settings
Offset ‘ (1 - 1430) Minutes

| Save || Reset |

Non Recurring Configurations

Start time settings

)l
)l
1
)l
1

Month - Select the starting month.
Dde - Select the starting day.
Year- Select the starting year.

Hours- Select the starting hour.

Minutes - Select the starting minute.

End time settings

1
)l

1
T

Month - Select the starting month.
Dde - Select the starting day.
Year- Select the starting year.

Hours- Select the starting hour.

Minutes - Select the starting minute.

Offset settings

Chapter 2 WebMlanagement- Configuration
2.1.1.4 System Time

1 Offset- Enter the number of minutes to add during Daylight Saving T(iRenge: 1 to 139)

Buttons

1

SaveClick to save changes.

Reset:Click to undo any changes made locally and revert to previously saved values.
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2.1.1.5. System - Log
Configuration>System>Log

System Log Configuration

Server Mode [ Dizabled |
Server Address | |

Syslog Level [ Informational v]
sa

System Log Configuration
Configure System Log on this page.
Server Mode

When enabled, the system log message will be sent out to the system log server you set here. The
system log protocol is based on UDP communication and received on UDP port 514 and the system
log server will not send acknowledgments back sender since UDP is a connectionless protocol and it
does not provide acknowledgments. The system log packet will always send out even if the system
log server does not exist. Possible modes are:

1 Disabled: Disable server mode operation.
1 Enabled: Enable server mode operation.
Server Address

Indicates the IPv4 host address of system log server. If the switch provide DNS feature, it also can be
a host name.

Syslog Level
Indicates what kind of message will send to system log server. Possible modes are:
91 Error: Send errors.
1 Warning: Send warnings and errors.
1 Notice: Send the specific messages which severity code is less or equal than Notice(5).
1

Informational: Send the specific messages which severity code is less or equal than
Informational.

Buttons
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.1.6. System i Port Power Savings
Configuration>Green Ethernet>Port Power Savings

Port Power Savings Configuration

| optimize E€E for [Lateney |

Port Configuration

[ EEE Urgent Queues
Port [ ActiPHY [ PerfectReach [EEE [1[2[3[4[5[6[7] 8
* O O O O0ooooodaod
1
2
3
4
=
What is EEE

EEE is a power saving option that reduces the power usage when there is low or no traffic utilization.

EEE works by powering down circuits when there is no traffic. When a port gets data to be
transmitted all circuits are powered up. The time it takes to power up the circuits is named wakeup
time. The default wakeup time is 17 us for 1Gbit links and 30 us for other link speeds. EEE devices
must agree upon the value of the wakeup time in order to make sure that both the receiving and
transmitting device has all circuits powered up when traffic is transmitted. The devices can exchange
wakeup time information using the LLDP protocol.

EEE works for ports in auto-negotiation mode, where the port is negotiated to either 1G or 100 Mbit
full duplex mode.

For ports that are not EEE-capable the corresponding EEE checkboxes are grayed out and thus
impossible to enable EEE for.

When a port is powered down for saving power, outgoing traffic is stored in a buffer until the port is
powered up again. Because there are some overhead in turning the port down and up, more power
can be saved if the traffic can be buffered up until a large burst of traffic can be transmitted. Buffering
traffic will give some latency in the traffic.

Port Power Savings Configuration
This page allows the user to configure the port power savings features.
Optimize EEE for
Here you can set the EEE optimization option:
1 Power: When choosing this option, the switch will focus more on saving power.

1 Latency: When choosing this option, the switch will focus more on reducing network latency.

Port Configuration

Port

The switch port number of the logical port.
ActiPHY
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Link down power savings enabled.

ActiPHY works by lowering the power for a port when there is no link. The port is power up for short
moment in order to determine if cable is inserted.

PerfectReach
Cable length power savings enabled.

PerfectReach works by determining the cable length and lowering the power for ports with short
cables.

EEE
Enable or disable the EEE functions by check or un-check the check box.
EEE Urgent Queues

Queues set will activate transmission of frames as soon as data is available. Otherwise the queue will
postpone transmission until a burst of frames can be transmitted.

Buttons
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.12 Ports
2.1.2. Configuration - Ports
Configuration>Ports
Port Configuration
) | Speed [ Adv Duplex Adv speed | Flow Control PFC [ Maximum Excessive Frame
e ‘ ok ‘ Warning | Eirrent [ Configured | Fdx | Hdx | T0M [ 100M | 1G | 2.6G | 5G [ 106 | Enable | Gurr Rx | Curr Tx | Enable | Priority | Frame Size | Collision Mode | Length Check | F=C Mode
. o o o O o | o7 [ 10240 [ ~] O
1 @ O Do O X X o o
2 ®@ © Do O X x o 0
3 @ © Do O X X o O
+ ® © obon [WGHFOX ] O x x 0O [ [ wn O [

Port Configuration

This page displays current port configurations. Ports can also be configured here.
The port settings relate to the currently selected stack unit, as reflected by the page header.

Port
This is the logical port number for this row.
Link
The current link state is displayed graphically. Green indicates the link is up and red that it is down.
Warning
Operational warnings of the port.

¢ © :Nowarnings

1 : There are warnings, use tooltip to see.
Speed Current
The current link speed of the port.
Speed Configured

Selects any available link speed for the given switch port. Only speeds supported by the specific port
is shown. Possible speeds are:

9 Disabled - Disables the switch port operation.

1 Automatic - Port auto negotiating speed and duplex with the link partner and selects the
highest speed that is compatible with the link partner.

10Mbps HDX - Forces the port in 10Mbps half duplex mode.
10Mbps FDX - Forces the port in 10Mbps full duplex mode.
100Mbps HDX - Forces the port in 100Mbps half duplex mode.
100Mbps FDX - Forces the port in 200Mbps full duplex mode.
1Gbps FDX - Forces the port in 1Gbps full duplex mode.
2.5Gbps FDX - Forces the port in 2.5Gbps full duplex mode.

=A =4 =4 -4 4 4 I

5Gbps FDX - Forces the port in 5Gbps full duplex mode.

1 10Gbps FDX - Forces the port in 10Gbps full duplex mode.
Adv Duplex Fdx / Hdx
-27-



Chapter 2 WebMlanagement- Configuration
2.1.2 Ports

When duplex is set as auto i.e auto negotiation, the port will only advertise the specified duplex as
either Fdx or Hdx to the link partner. By default port will advertise all the supported duplexes if the
Duplex is Auto.

Adv Speed

When Speed is set as auto i.e auto negotiation, the port will only advertise the specified speeds (10M/
100M/ 1G/ 2.5G/ 5G/ 10G) to the link partner. By default port will advertise all the supported speeds if
speed is set as Auto.

Flow Control

When Auto Speed is selected on a port, this section indicates the flow control capability that is
advertised to the link partner.

When a fixed-speed setting is selected, that is what is used.

1 Enable: Enable Flow Control

1 Curr Rx: The Current Rx column indicates whether pause frames on the port are obeyed.

1 Curr Tx: The Current Tx column indicates whether pause frames on the port are transmitted.
The Rx and Tx settings are determined by the result of the last Auto-Negotiation.

Check the configured column to use flow control. This setting is related to the setting for Configured
Link Speed.

Notice: The 100FX standard does not support Auto Negotiation, so when in 200FX mode the flow
control capabilities will always be shown as "disabled".

PFC

1 Enable: When PFC (802.1Qbb Priority Flow Control) is enabled on a port then flow control on
a priority level is enabled.

9 Priority: Through the Priority field, range (one or more) of priorities can be configured, e.g. '0-
3,7' which equals '0,1,2,3,7'. PFC is not supported through auto negotiation. PFC and
Flowcontrol cannot both be enabled on the same port.

Maximum Frame Size
Enter the maximum frame size allowed for the switch port, including FCS.
Excessive Collision Mode
Configure port transmit collision behavior.
9 Discard: Discard frame after 16 collisions (default).
1 Restart: Restart back off algorithm after 16 collisions.
Frame Length Check

Configures if frames with incorrect frame length in the Ether Type/Length field shall be dropped. An
Ethernet frame contains a field Ether Type which can be used to indicate the frame payload size (in
bytes) for values of 1535 and below. If the Ether Type/Length field is above 1535, it indicates that the
field is used as an Ether Type (indicating which protocol is encapsulated in the payload of the frame).
If "frame length check" is enabled, frames with payload size less than 1536 bytes are dropped, if the
Ether Type/Length field does not match the actually payload length. If "frame length check" is
disabled, frames are not dropped due to frame length mismatch.
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Note: No drop counters count frames dropped due to frame length mismatch
FEC Mode

FEC is short for Forward Error Correction. It is a technigue for controlling errors over an unreliable
link. The idea is that the sender adds some extra bits to the frame that allows a receiver to correct bit
errors in the received frame.

R-FEC (IEEE802.3 clause 74 - sometimes called Firecode). This is meant for 10G. The parameter
affects both what is requested during clause 73 aneg and what the port is configured to use if not
running clause 73 aneg. If running clause 73 aneg on 10G ports we always tell the link partner that
we support R-FEC. What the end user can control with the fec command is whether we request R-
FEC. If either us or the link partner requests R-FEC, the port will end up using R-FEC.

1 none: If the port is running clause 73, R-FEC will not be requested (but remember that this
does not mean that the clause 73 aneg will not result in the port running FEC). Otherwise, the
port will not run any FEC.

91 r-fec: If a 10G port runs clause 73, only R-FEC will be requested. If a 10G port does not run
clause 73, but is loaded with at least a 10G SFP and the speed is at least 5G, only R-FEC will
be enabled. Otherwise, no FEC will be enabled.

1 auto: This is the default and means the following:
If a 10G port runs clause 73, R-FEC will be requested.
Otherwise, no FEC will be enabled.
Buttons
1 Refresh: Click to refresh the page. Any changes made locally will be undone.
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values
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2.1.3. Configuration - CFM
2.1.3.1. Configuration i CFM - Global

Configuration>CFEM>Global
CFM Global Configuration | Refresh
Sender Id TLV | None v|
Port Status TLV [Enable v|
Interface Status TLV [ Disable v|
Organization Specific TLV | Disable v|
Organization Specific TLV OUI |000000 |
Organization Specific TLV Subtype |D |
Organization Specific TLV Value | |

| Save | Reset |

CFM Global Configuration
Configure CFM Global parameters on this page.
Sender Id TLV

Choose whether and what to use as Sender ID TLVs in CCMs generated by this switch. Can be
overridden by Domain and Service level configuration.

1 None: Exclude Sender ID TLV from PDUs (default)

1 Chassis: Enable Sender ID TLV and send Chassis ID (MAC Address)

1 Manage: Enable Sender ID TLV and send Management address (IPv4 Address)
1

ChassisManage: Enable Sender ID TLV and send both Chassis ID (MAC Address) and
Management Address (IPv4 Address)

Port Status TLV

Choose whether to send Port Status TLVs in CCMs generated by this switch. Can be overridden by
Domain and Service level configuration.

91 Disable: Do not send Port Status TLVs in CCMs generated by this switch.
1 Enable: Send Port Status TLVs in CCMs generated by this switch.
Interface Status TLV

Choose whether to send Interface Status TLVs in CCMs generated by this switch. Can be overridden
by Domain and Service level configuration.

9 Disable: Do not Send Interface Status TLVs in CCMs generated by this switch.
1 Enable: Send Interface Status TLVs in CCMs generated by this switch.
Organization Specific TLV
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Choose whether to send Organization Specific TLVs in CCMs generated by this switch. Can be
overridden by Domain and Service level configuration.

1 Disable: Do not send Organization Specific TLVs in CCMs generated by this switch.
1 Enable: Send Organization Specific TLVs in CCMs generated by this switch.
Organization Specific TLV OUI

This is the three-bytes OUI transmitted with the Organization-Specific TLVs. Enter as 6 characters O-
9, a-f.

Organization Specific TLV Subtype
This is the subtype transmitted with the Organization-Specific TLV. Can be any value in range [0; 255]
Organization Specific TLV Value

This is the value transmitted in the Organization-Specific TLVs. Value is a printable character string of
length 0-63.

Buttons
1 Refresh: Click to refresh the page. Any changes made locally will be undone.
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.3.2. Configuration i CFM - Domain
Configuration>CFM>Domain

CFM Domain Configuration | Refresh |
. TLV option select
Delete Domain Format Name Level Sender Id | Port Status | Interface Status | Org. Specific
| Delete | [domain | [String v | |DEFAULT | | Defer v| [Defer +| | Defer v| |Defer ~|
| Add New Entry |
| Save | Reset |

CFM Domain Configuration

Configure CFM Domain parameters on this page.

Delete

Click to delete the entry. It will be deleted during the next save.
Domain

Name of Domain. Value is a single word which begins with an alphabetic letter A-Z or a-z with length
1-15.

Format

Select the short Service name format. This decides how the value of the Name parameter will be
interpreted. To mimic Y.1731 MEG IDs, create an MD instance with an empty name and use None.

Possible values are:

9 None
1 String
Name

The contents of this pamameter depends on the value of the format member.

9 If format is None: Name is not used, but will be set to all-zeros behind the scenes. This format
is typically used by Y.1731-kind-of-PDUs.

9 If format is String: Name must contain a string from 1 to 43 characters long.
Level
MD/MEG level of this domain. Valid values are restricted to 0 - 7.

About leak prevention

Leak prevention is about discarding OAM PDUs with MEG levels lower than the MEP they hit
when the OAM PDUs are ingressing the port on which the MEP resides, and to discard OAM
PDUs with MEG levels at or lower than the MEP's when the OAM PDUs are ingressing other
ports.

There are two categories of architectures, when it comes to leak-prevention: Those that use
Shared MEG level and those that use Independent MEG level:

Shared MEG level
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On Shared MEG level architectures, Port Down MEPs always perform level filtering no matter
which VLAN ID (VID) OAM PDUs get classified to, unless the same port has a VLAN MEP on the
VID in question. So if you have a Port MEP in VID X and a VLAN MEP in VID Y, an OAM frame
arriving on the port and gets classified to VID X or VID Z will be handled/level-filtered by the Port
MEP, whereas an OAM frame ingressing the port in VID Y will be handled by the VLAN MEP.
Likewise, if the switch has a Port MEP on VID X on Port X and an OAM frame ingresses on VID Y
on Port Y, it is subject to level filtering before egressing Port X, unless Port X also has a VLAN
MEP on VID Y, in which case the VLAN MEP will take care of level-filtering the OAM PDU.

On Shared MEG level architectures, all Port MEPs must have the same MEG level and any VLAN
MEP must have a MEG level higher than the Port MEPs' MEG level.

Independent MEG level

On Independent MEG level architectures, Port Down MEPs never perform level filtering on frames
not classified to the MEP's VID. So if you have a Port MEP on VID X and a VLAN MEP on VID Y
and an OAM frame ingresses any port on VID Z, it is not subject to handling/level-filtering by any
of the two MEPs.

This switch exhibits Independent MEG level.
TLV option select Sender Id

Sender Id: Default Sender ID TLV format to be used in CCMs generated by this Domain (may be
overridden in service)

1 None: Do not include Sender ID TLVs.

1 Chassis: Enable Sender ID TLV and send Chassis ID (MAC Address).

1 Manage: Enable Sender ID TLV and send Management address (IPv4 Address).
1

ChassisManage: Enable Sender ID TLV and send both Chassis ID (MAC Address) and
Management Address (IPv4 Address).

91 Defer: Let the global configuration decide if Sender ID TLVs shall be included (may be
overridden in service).

TLV option select Port Status

Port Status: Include or exclude Port Status TLV in CCMs generated by this Domain or let higher
level determine (may be overridden in Service).

9 Disable: Do not include Port Status TLVSs.
1 Enable: Include Port Status TLVs.

1 Defer: Let the global configuration decide if Port Status TLVs shall be included (may be
overridden in Service).

TLV option select Interface Status

Interface Status: Include or exclude Interface Status TLV in CCMs generated by this Domain or let
higher level determine (may be overridden in Service).

9 Disable: Do not include Interface Status TLVs.
1 Enable: Include Interface Status TLVs.

1 Defer: Let the global configuration decide if Interface Status TLVs shall be included (may be
overridden in Service).
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TLV option select Org. Specific

Org. Specific: Exclude Organization-Specific TLV in CCMs generated by this Domain or let higher
level determine (may be overridden in Service).

1
T

Disable: Do not include Organization-Specific TLVSs.

Defer: Let the global configuration decide if Organization-Specific TLVs shall be included
(may be overridden in Service).

Buttons

1

T
T
1
T

Refresh: Click to refresh the page. Any changes made locally will be undone.

Add New Entry: Adding a new entry.

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.

Delete: Delete the entry.
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2.1.3.3. Configuration i CFM - Service
Configuration>CFM>Service

CFM Service Configuration | Refresh |

TLV option select

Domain Sender Id [ Port Status | Interface Status | Org. Specific

Delete

Service ‘ Format ‘ Name ‘ VLAN ‘ CCM Interval I

| Delete | ‘ ‘ [Primary Vid v | ‘ ‘ 0‘ [1sec v| [Defer v| [Defer ~| [Defer v [Defer v

| Add New Entry |

| save | Reset |

CFM Service Configuration

Configure CFM Service parameters on this page.

Delete

Click to delete the entry. It will be deleted during the next save.
Domain

Name of Domain under which this Service resides.

Service

Name of Service. Value is a single word which begins with an alphabetic letter A-Z or a-z with length
1-15.

Format

Select the short Service name format. This decides how the value of the Name parameter will be
interpreted. To mimic Y.1731 MEG IDs, create an MD instance with an empty name and use Y1731
ICC or Y1731 CC ICC.

Possible values are:

1 String
 Two Octets
f Y1731 ICC

1 Y1731 CCICC

1 Primary VID
Look under Name for explanation.
Name

The contents of this parameter depends on the value of the format member. Besides the limitations
explained for each of them, the following applies in general:

If the Domain Format is None, the size of this cannot exceed 45 bytes.
If the Domain Format is not None, the size of this cannot exceed 44 bytes.
If Format is String, the following applies:

91 length must be in range [1; 44]

1 Contents must be in range [32; 126]
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If Format is Two Octets, the following applies: Name[0] and Name[1] will both be interpreted as
unsigned 8-bit integers (allowing a range of [0; 255]). Name[0] will be placed in the PDU before
Name[1].

The remaining available bytes in name will not be used.
If Format is Y1731 ICC, the following applies:

1 length must be 13.

1 Contents must be in range [a-z,A-Z,0-9]

Y.1731 specifies that it is a concatenation of ICC (ITU Carrier Code) and UMC (Unique MEG ID
Code):

1 ICC: 1-6 bytes
T UMC: 7-12 bytes

In principle UMC can be any value in range [1; 127], but this API does not allow for specifying length
of ICC, so the underlying code doesn't know where ICC ends and UMC starts.

The Domain Format must be None.
If Format is Y1731 ICC CC, the following applies:
91 length must be 15.
9 First 2 chars (CC): Must be amongst [A-Z]
1 Next 1-6 chars (ICC): Must be amongst [a-z,A-Z,0-9]
1 Next 7-12 chars (UMC): Must be amongst [a-z,A-Z,0-9]
1 There may be ONE (slash) present in name[3-7].
9 The Domain format must be None.
VLAN

The MA's primary VID. A primary VID of 0 means that all MEPs created within this MA will be created
as port MEPs (interface MEPSs). There can only be one port MEP per interface. A given port MEP may
still be created with tags, if that MEP's VLAN is non-zero."

A non-zero primary VID means that all MEPs created within this MA will be created as VLAN MEPs. A
given MEP may be configured with another VLAN than the MA's primary VID, but it is impossible to
have untagged VLAN MEPs.

CCM Interval

Specify the CCM interval for all MEPs in this service (maintenance association). The options are:
1 300 Hz

f 10ms

f 100 ms

1 1sec

 10sec

TLV option select Sender Id
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Sender Id: Default Sender ID TLV format to be used in CCMs generated by this Service.
9 None: Do not include Sender ID TLVs.
1 Chassis: Enable Sender ID TLV and send Chassis ID (MAC Address).
1 Manage: Enable Sender ID TLV and send Management address (IPv4 Address).
1

ChassisManage: Enable Sender ID TLV and send both Chassis ID (MAC Address) and
Management Address (IPv4 Address).

9 Defer: Let the Domain configuration decide if Sender ID TLVs shall be included.
TLV option select Port Status

Port Status: Include or exclude Port Status TLV in CCMs generated by this Service or let higher level
determine.

1 Disable: Do not include Port Status TLVs.

1 Enable: Include Port Status TLVs.

91 Defer: Let the Domain configuration decide if Port Status TLVs shall be included.
TLV option select Interface Status

Interface Status: Include or exclude Interface Status TLV in CCMs generated by this Service or let
higher level determine.

9 Disable: Do not include Interface Status TLVSs.

9 Enable: Include Interface Status TLVSs.

1 Defer: Let the Domain configuration decide if Interface Status TLVs shall be included.
TLV option select Org. Specific

Org. Specific: Exclude Organization-Specific TLV in CCMs generated by this Service or let higher
level determine.

9 Disable: Do not include Organization-Specific TLVS.

91 Defer: Let the Domain configuration decide if Organization-Specific TLVs shall be included.
Buttons

1 Refresh: Click to refresh the page. Any changes made locally will be undone.

1 Add New Entry: Adding a new entry.

1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.

1

Delete: Delete the entry.
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2.1.3.4. Configuration 1 CFM - MEP

Configuration>CFM>MEP
CFM Mep Configuration [ Refresh |
Delete Domain Service | MEPID | Direction | Port | VLAN ‘ PCP ‘ SMAC I — |A'F?'f£:::t’“‘"°;bsem } gg’:: \022:1:3: } Remote MEPID
[ Detete | Select Service | 00:00:00:00:00:00| | 2500| [ 10000 0 [ o

| Add New Entry |

\ Save | Reset |

Port Down-MEPs

In 802.1Q terminology, Port MEPs are located below the EISS entity, that is, closest to the physical
port. Port MEPs are used by e.g. APS for protection purposes.

Port MEPs are created when the encompassing service has type "Port".

Port MEPs may send OAM PDUs tagged or untagged. An OAM PDU will be sent untagged only if the
MEP's VLAN is set to "Inherit" (0). Any other value will cause it to be sent tagged with the port's TPID,
whether or not the VLAN matches the port's PVID and that PVID is meant to be sent untagged.

VLAN Down-MEPs
in 802.1Q terminology, VLAN MEPs are located above the EISS entity.
This means that tagging of OAM PDUs will follow the port's VLAN configuration.

Thus, if a VLAN MEP is created on the Port's PVID and PVID is configured to be untagged, OAM
PDUs will be transmitted untagged.

VLAN MEPs are created when the encompassing service has type "VLAN".

Down-MEP creation rules

There are a few rules to obey when creating Down-MEPs:

1. There can only be one Port MEP on the same port.

2. There can only be one VLAN MEP on the same port and VLAN.

3. A VLAN MEP must have a higher MD/MEG level than a Port MEP on the same port and VLAN.

These checks are performed automatically on administratively enabled MEPs when you change a
particular MEP, change the Service Type from Port to VLAN or vice versa, or change the domain's
MD/MEG level.

CFM Mep Configuration

Configure CFM MEP parameters on this page.

This switch supports two types of MEP: Port Down-MEPs and VLAN Down-MEPs.
Delete

Click to delete the entry. It will be deleted during the next save.

Domain

Name of Domain under which this MEP resides.

Service
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Name of Service under which this MEP resides.

MEPID

The identification of this MEP. Must be an integer [1..8091]
Direction

Set whether this MEP is an Up- or a Down-MEP.

Port

Port on which this MEP resides.

VLAN

VLAN ID. Use the value O to indicate untagged traffic (implies a port MEP)..
PCP

Choose PCP value in PDUs' VLAN tag. Not used if untagged.
SMAC

Set a Source MAC address to be used in CCM PDUs originating at this MEP. Must be a unicast
address. Format is XX:XX:XX:XX:XX:XX. If all-zeros, the switch port's MAC address will be used
instead.

Alarm Control Level
If a defect is detected with a priority higher than this level, a fault alarm notification will be generated.

Valid range is [1; 6] with 1 indicating that any defect will cause a fault alarm and 6 indicating that no
defect can cause a fault alarm. See 802.1Q-2018, clause 20.9.5, LowestAlarmPri

The possible defects and their priorities are:

Priority | Short Name Description
1 DefRDICCM Remote Defect Indication
2 DefMACstatus MAC Status
3 DefRemoteCCM Remote CCM
4 DefErrorCCM Error CCM Received
5 DefXconCCM Cross Connect CCM Received

Alarm Control Present

The time in milliseconds that defects must be present before a fault alarm natification is issued.
Default is 2500 ms.

Alarm Control Absent

The time in milliseconds that defects must be absent before a fault alarm notification is reset. Default
is 10000 ms.

State Control CCM
Enable or disable generation of continuity-check messages (CCMs)
State Control Admin

Enable or disable this MEP. When this MEP is enabled, it will check received/missing CCMs and can
raise defects.
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Remote MEPID

Specify the Remote MEP that this MEP is expected to receive CCM PDUs from. Must be an integer
[0..8091] where 0 means undefined. The value of Remote MEPID must be different from the value of
MEPID.

Buttons

1

1
1
T
1

Refresh: Click to refresh the page. Any changes made locally will be undone.

Add New Entry: Adding a new entry.

Save: Click to save changes.

Reset: Click to undo any changes made locally and revert to previously saved values.

Delete: Delete the entry.
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Configuration>ERPS
ERPS Configuration Auto-refresh [J | Refresh |
ERPS # }W:;P"'PT{ Ver | Type | Ve I e [ Prop } P;‘:T'JSF } P::T1SF } Ring ID | Node ID | Level }ﬁ% Rev | Guard | WTR | Hold Off | Enable | Oper | Waming

&

ERPS Configuration
The ERPS instances are configured here.
ERPS #
The ID of ERPS. Valid range 1 - 64.
RPL Mode
Ring Protection Link mode. Possible values:
i None
1 Owner
1 Neighbour
RPL Port
Indicates whether it is portO or portl that is the Ring Protection Link. Not used if RPL Mode is None.
Ver
ERPS protocol version. vl and v2 are supported.
Type
Type of ring. Possible values:
1 Major: ERPS major ring (G.8001-2016, clause 3.2.39)
1 Sub: ERPS sub-ring (G.8001-2016, clause 3.2.66)
1 InterSub: ERPS sub-ring on an interconnection node (G.8001-2016, clause 3.2.66)
VC
Controls whether to use a Virtual Channel with a sub-ring.
Interconnect Instance

For a sub-ring on an interconnection node, this must reference the instance ID of the ring to which
this sub-ring is connected.

Interconnect Prop

Controls whether the ring referenced by Interconnect Instance shall propagate R-APS flush PDUs
whenever this sub-ring's topology changes.

PortO Port
Interface index of ring protection Port0O/Port1.
Port0 SF

Selects whether Signal Fail (SF) comes from the link state of a given interface, or from a Down-MEP.
Possible values:
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1 MEP: Down-MEP

9 Link: Link
Portl Port
Interface index of ring protection PortO/Port1.
Portl SF

Selects whether Signal Fail (SF) comes from the link state of a given interface, or from a Down-MEP.
Possible values:

T MEP: Down-MEP
9 Link: Link
Ring ID

The Ring ID is used - along with the control VLAN - to identify R-APS PDUs as belonging to a
particular ring.

Node ID

The Node ID is used inside the R-APS specific PDU to uniguely identify this node (switch) on the ring.
Level

MD/MEG Level of R-APS PDUs we transmit.

Control VLAN

The VLAN on which R-APS PDUs are transmitted and received on the ring ports.

Control PCP

The PCP value used in the VLAN tag of the R-APS PDUs.

Rev

Revertive (true) or Non-revertive (false) mode.

Guard

Guard time in ms. Valid range is 10 - 2000 ms.

WTR

"Wait-to-Restore time in seconds. Valid range 1 - 720 sec.
Hold Off

Hold off time in ms. Value is rounded down to 100ms precision. Valid range is 0 - 10000 ms.
Enable

The administrative state of this APS ERPS. Check to make it function normally and uncheck to make
it cease functioning.

Oper
The operational state of ERPS instance.

1 ©: Active
M < : Disabled or Internal error.
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Warning
Operational warnings of ERPS instance.

1 ©): No warnings

1 : There are warnings, use tooltip to see.
ERPS Instances Editing

7 & : Edit ERPS Instances

1 % : Delete ERPS Instances

& : Add one more new ERPS Instances
Buttons

1 Auto-Refresh: Check this check-box, and the webpage will refresh automatically every 3

seconds.

Chapter 2 WebMlanagement- Configuration

1 Refresh: Click to refresh the page. Any changes made locally will be undone.

ERPS Configuration

Configuration

2.1.4 ERPS

Protected VLANs

[vianio | |

Ring Protection Link

RPL Mode | RPL Port
~ |[RingPort0 v

[None

| Save || Reset || Cancel |

ERPS Configuration

Configuration

The ERPS instances are configured here.

ERPS #

The ID of ERPS. The allowed value is from 1 - 64.
Version

ERPS protocol version. v1 and v2 are supported.
Type

Type of ring. Possible values:

1 Major: ERPS major ring (G.8001-2016, clause 3.2.39)
1 Sub: ERPS sub-ring (G.8001-2016, clause 3.2.66)

. [ Interconnect | Portlf | _. Control
ERPS # | Version Type vC [Tnstance | Prop | Portd | Portl | Ringld Nodeld Level VLAN PCP Rev | Guard WTR HoldOff | Enable
o o G [ 1) [ wwwwown v [ 1 s [ w0 O
Signal Fail Trigger
Port0 I Port1
Type | Domain | Service | MEPID | Type [ Domain | Service | MEPID
[ Link VH | | ‘ | OHL‘”K"H | | ‘ ‘ 0

)l
VC

InterSub: ERPS sub-ring on an interconnection node (G.8001-2016, clause 3.2.66)
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Controls whether to use a Virtual Channel with a sub-ring.
Interconnect Instance

For a sub-ring on an interconnection node, this must reference the instance ID of the ring to which
this sub-ring is connected.

Interconnect Prop

Controls whether the ring referenced by Interconnect Instance shall propagate R-APS flush PDUs
whenever this sub-ring's topology changes.

Port If PortO / Portl
1 port0: Set configuration for ring portO (East)
1 portl: Set configuration for ring portl (West)
Ring Id

The Ring ID is used - along with the control VLAN - to identify R-APS PDUs as belonging to a
particular ring.

Node Id

The Node ID is used inside the R-APS specific PDU to uniquely identify this node (switch) on the ring.
Level

MD/MEG Level of R-APS PDUs we transmit.

Control VLAN

The VLAN on which R-APS PDUs are transmitted and received on the ring ports.

Control PCP

The PCP value used in the VLAN tag of the R-APS PDUs.

Rev

Revertive (true) or Non-revertive (false) mode.

Guard

Guard time in ms. Valid range is 10 - 2000 ms.

WTR

Wait-to-Restore time in seconds. Valid range 1 - 720 sec.

Hold Off

Hold off time in ms. Value is rounded down to 100ms precision. Valid range is 0 - 10000 ms.
Enable

The administrative state of this ERPS. Check to make it function normally and uncheck to make it
cease functioning.

Signal Fail Trigger
Port0 Type

Selects whether Signal Fail (SF) comes from the link state of a given interface, or from a Down-MEP.
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M Link
1 MEP
Port0 Domain
Identification of the MEP instance to provide Signal Fail, if Type is MEP.
Port0 Service
Identification of the MEP instance to provide Signal Fail, if Type is MEP.
Port0O MEPID
Identification of the MEP instance to provide Signal Fail, if Type is MEP.
Portl Type
Selects whether Signal Fail (SF) comes from the link state of a given interface, or from a Down-MEP.
1 Link
1 MEP
Portl Domain
Identification of the MEP instance to provide Signal Fall, if Type is MEP.
Portl Service
Identification of the MEP instance to provide Signal Fail, if Type is MEP.
Portl MEPID
Identification of the MEP instance to provide Signal Fall, if Type is MEP.
Protected VLANSs
VLAN ID

VLANSs which are protected by this ring instance. At least one VLAN must be protected. Specify as a
comma separated list of vlan numbers or vlan ranges. Ex.: 1,4,7,30-70

Ring Protection Link
RPL Mode
Ring Protection Link mode.
1 None: This switch doesn't have the RPL port in the ring
1 Owner: This switch is RPL owner for the ring (G.8001-2016, clause 3.2.61)
1 Neighbour: This switch is RPL Neighbour for the ring (G.8001-2016, clause 3.2.60)
RPL Port
Indicates whether it is portO or portl that is the Ring Protection Link. Not used if RPL Mode is None.
Buttons
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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9 Cancel: Cancel the current settings and go back to the last page.
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2.1.5. Configuration i DHCPv4
2.1.5.1. DHCPv4 - Server
2.1.5.1.1. DHCPvV4 - Server - Mode
Configuration>DHCPv4>Server>Mode

DHCP Server Mode Configuration
Global Mode

| Mode | [Disabled -]

VLAN Maode

VLAN [ Enabled
1 O

DHCP Server Mode Configuration

This page configures global mode and VLAN mode to enable/disable DHCP server per system and
per VLAN.

Global Mode
Configure operation mode to enable/disable DHCP server per system.
Mode
Configure the operation mode per system. Possible modes are:
91 Disabled: Disable DHCP server pre system.
1 Enabled: Enable DHCP server per system.

VLAN Mode
Configure operation mode to enable/disable DHCP server per VLAN.
VLAN

Indicate the VLAN range in which DHCP server is enabled or disabled. The first VLAN ID must be
smaller than or equal to the second VLAN ID. BUT, if the VLAN range contains only 1 VLAN ID, then
you can just input it into either one of the first and second VLAN ID or both.

Enabled
Indicate the operation mode per VLAN. Possible modes are:

1 Enabled: Enable DHCP server per VLAN. (Enable Check Box is checked)

91 Disabled: Disable DHCP server pre VLAN. (Enable Check Box is not checked)
Buttons

1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.5.1.2. DHCPv4 - Server - Excluded IP
Configuration>DHCPv4>Server>Excluded IP

DHCP Server Excluded IP Configuration
Excluded IP Address

Delete | IP Range
| Delete | | ||

| Add IP Range |

| Save || Reset |

DHCP Server Excluded IP Configuration

This page configures excluded IP addresses. DHCP server will not allocate these excluded IP
addresses to DHCP client.

Excluded IP Address

Configure excluded IP addresses.
Delete

Delete an entry.

IP Range

Define the IP range to be excluded IP addresses. The first excluded IP must be smaller than or equal
to the second excluded IP. BUT, if the IP range contains only 1 excluded IP, then you can just input it
to either one of the first and second excluded IP or both.

Buttons
1 Add IP Range: Click to add a new excluded IP range.
i Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
1

Delete: Click to delete excluded IP range.
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2.1.5.1.3. DHCPVv4 - Server - Pool
Configuration>DHCPv4>Server>Pool

DHCP Server Pool Configuration

Pool Setting
Subnet Reserved .
Delete Name Type IP Mask only Lease Time
| Delete | | | - - - - 1 days 0 hours 0 minutes
| Add New Poaol |
| Save || Reset |
DHCP Server Pool Configuration
Pool Setting
Subnet Reserved
Delete Name Type P Mask only Lease Time
admin - - - Off 1 days 0 hours O minutes
| Add New Poal |

| Save || Reset |

DHCP Server Pool Configuration

This page manages DHCP pools. According to the DHCP pool, DHCP server will allocate IP address
and deliver configuration parameters to DHCP client.

Pool Setting

Add or delete pools.

Adding a pool and giving a name is to create a new pool with "default" configuration. If you want to
configure all settings including type, IP subnet mask and lease time, you can click the pool name to
go into the configuration page.

Delete
Delete an entry.
Name

Configure the pool name that accepts all printable characters, except white space. If you want to
configure the detail settings, you can click the pool name to go into the configuration page.

Type
Display which type of the pool is.
1 Network: the pool defines a pool of IP addresses to service more than one DHCP client.

1 Host: the pool services for a specific DHCP client identified by client identifier or hardware
address.

1 If"-"is displayed, it means not defined.
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Display network number of the DHCP address pool.
If "-" is displayed, it means not defined.

Subnet Mask

Display subnet mask of the DHCP address pool.

If "-" is displayed, it means not defined.

Reserved only

If on, Ip addresses optainable from the pool are limited to those entered into the reserved entries
table.

Lease Time
Display lease time of the pool.
Buttons
1 Add New Pool: Click to add a new DHCP pool.
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
1 Delete: Click to delete a DHCP pool.

DHCP Pool Configuration
This page configures all settings of a DHCP pool.
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DHCP Pool Configuration

Pool
m End NetBIOS Node Type [None v]
. NetBIOS Scope [ |
Setting [0 000 [
Pool Name admin [D.O.D.O '
be (None R NetBIOS Name Server [DAU.D.D ‘
= 0.0.0.0 [0.000 |
Subnet Mask L NIS Domain Name [ |
i | days (0-365) [0.0.00 |
Lease Time [0 ]hours(0-23) [00.00 |
: NIS Server =
[0 minutes (0-59) [0000 |
Domain Name \ | [0000 |
Broadcast Address ‘D.D.D.D ‘ None v
Allocate reserved entries only \ Off v ‘ HHantidantiiee
0000 | Hardware Address (00:00:00:00:00:00 |
0.0.0.0 i
Default Router ‘ ‘ it [ [
[00.00 | Vendor 1 Class Identifier [ |
‘D-O'O-D ‘ Vendor 1 Specific Information [ ‘
[0.000 | Vendor 2 Class Identifier | |
NS By [0.0.00 | Vendor 2 Specific Information | | |
[0.0.0.0 | Vendor 3 Class Identifier [ |
‘O'D'O 0 ‘ Vendor 3 Specific Information [ ,
[0.0.00 | Vendor 4 Class Identifier | |
NTP Server ‘U-DD-D ‘ Vendor 4 Specific Information \ ‘
[co00 |
0000 l [ Save || Reset || Back to pools page |
Pool

Select a pool to configure the settings.
Name
Select a pool by pool name.

Setting

Configure pool settings.

Pool Name

Display the selected pool name.

Type

Specify which type of the pool is.
1 None: No DHCP type is set.
1 Network: the pool defines a pool of IP addresses to service more than one DHCP client.
1 H(;);t: the pool services for a specific DHCP client identified by client identifier or hardware

address.
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IP

Specify network number of the DHCP address pool.
Subnet Mask

DHCP option 1.

Specify subnet mask of the DHCP address pool.
Lease Time

DHCP option 51, 58 and 59.

Specify lease time that allows the client to request a lease time for the IP address. If all are 0's,
then it means the lease time is infinite.

1 Days: 0-365
1 Hours: 0-23
1 Minutes: 0-59
Domain Name
DHCP option 15.
Specify domain name that client should use when resolving hostname via DNS.
Broadcast Address
DHCP option 28.
Specify the broadcast address in use on the client's subnet.
Allocate reserved entries only

Limits Ip addresses optainable from the pool to those entered into the reserved entries table. Select
"On" to activate and "Off" to deactivate.

Default Router
DHCP option 3.

Specify a list of IP addresses for routers on the client's subnet. Only IPv4 addresses can be input
here.

DNS Server
DHCP option 6.

Specify a list of Domain Name System name servers available to the client. Only IPv4 addresses
can be input here.

NTP Server
DHCP option 42.

Specify a list of IP addresses indicating NTP servers available to the client. Only IPv4 addresses
can be input here.

NetBIOS Node Type
DHCP option 46.
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Specify NetBIOS node type option to allow Netbios over TCP/IP clients which are configurable to
be configured as described in RFC 1001/1002.

1 None: No NetBIOS Node type is set
1 B-node: Broadcast node
1 P-node: Peer-to-peer node
1 M-node: Mixed node
1 H-node: Hybrid node
NetBIOS Scope
DHCP option 47.
Specify the NetBIOS over TCP/IP scope parameter for the client as specified in RFC 1001/1002.
NetBIOS Name Server
DHCP option 44.

Specify a list of NBNS name servers listed in order of preference. Only IPv4 addresses can be input
here.

NIS Domain Name

DHCP option 40.

Specify the name of the client's NIS domain.
NIS Server

DHCP option 41.

Specify a list of IP addresses indicating NIS servers available to the client. Only IPv4 addresses
can be input here.

Client Identifier
DHCP option 61.

Specify client's unique identifier to be used when the pool is the type of host. Select the type of
client identifier at first.

1 None: client identifier is not specified yet.
1 Name: the type of client identifier is other than hardware.
1 MAC: the type of client identifier is MAC address.
Hardware Address
Specify client's hardware(MAC) address to be used when the pool is the type of host.
Client Name
DHCP option 12.
Specify the name of client to be used when the pool is the type of host.
Vendor 1/2/3/4 Class ldentifier
DHCP option 60.
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Specify to be used by DHCP client to optionally identify the vendor type and configuration of a
DHCP client. DHCP server will deliver the corresponding option 43 specific information to the client
that sends option 60 vendor class identifier.

Vendor 1/2/3/4 Specific Information

DHCP option 43.

Specify vendor specific information according to option 60 vendor class identifier.

Reserved Ip Addresses

Ip addresses that have been reserved for the selected port interface.

Buttons
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
1 Back to Pool Page: Go back to the pool page.

Reserved Ip Addresses

Delete | Reserved address [ Interface
| Delete | | | |

| Add New Entry |
| Save |

Reserved Address
Ip addresses that have been reserved for the selected port interface.
Delete
You can also click the fAnDeletedo button to delete a
Reserved Address
Ip address to reserve for port interface.
Interface
Port interface attached to reserved Ip address. This field can be updated.
Buttons

1 Add New Entry: Adding a new entry.

1 Save: Click to save changes.

1 Delete: Delete configured reserved address entry.
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2.1.5.2. DHCPv4 - Snooping
Configuration>DHCPv4>Snooping

DHCP Snooping Configuration
| Snooping Mode ‘ |

Port Mode Configuration
Port | Mode
’
1
2

| Save || Reset |

DHCP Snooping Configuration

Snooping Mode

Indicates the DHCP snooping mode operation. Possible modes are:
1 Disabled: Disable DHCP snooping mode operation.

1 Enabled: Enable DHCP snooping mode operation. When DHCP snooping mode operation is
enabled, the DHCP request messages will be forwarded to trusted ports and only allow reply
packets from trusted ports.

Port Mode Configuration
Port
Number of the port.
Mode
Indicates the DHCP snooping port mode. Possible port modes are:
9 Trusted: Configures the port as trusted source of the DHCP messages.
1 Untrusted: Configures the port as untrusted source of the DHCP messages.
Buttons
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.5.3. DHCPV4 - Relay
Configuration>DHCPv4>Relay

DHCP Relay Configuration
Relay Mode | Disabled v |
Relay Server |[].C-.0.0
Relay Information Mode | |Disabled v
Relay Information Policy | [Keep v

| Save || Reset |

DHCP Relay Configuration

A DHCP relay agent is used to forward and to transfer DHCP messages between the clients and the
server when they are not in the same subnet domain. It stores the incoming interface IP address in
the GIADDR field of the DHCP packet. The DHCP server can use the value of GIADDR field to
determine the assigned subnet. For such condition, please make sure the switch configuration of
VLAN interface IP address and PVID (Port VLAN ID) correctly.

Relay Mode
Indicates the DHCP relay mode operation.
Possible modes are:
1 Disabled: Disable DHCP relay mode operation.

1 Enabled: Enable DHCP relay mode operation. When DHCP relay mode operation is enabled,
the agent forwards and transfers DHCP messages between the clients and the server when
they are not in the same subnet domain. And the DHCP broadcast message won't be flooded
for security considerations.

Relay Server
Indicates the DHCP relay server IP address.
Relay Information Mode

Indicates the DHCP relay information mode option operation. The option 82 circuit ID format as
"[vlan_id][module_id][port_no]". The first four characters represent the VLAN ID, the fifth and sixth
characters are the module ID(in standalone device it always equal 0, in stackable device it means
switch ID), and the last two characters are the port number. For example, "00030108" means the
DHCP message receive form VLAN ID 3, switch ID 1, port No 8. And the option 82 remote ID value is
equal the switch MAC address.

Possible modes are:
9 Disabled: Disable DHCP relay information mode operation.

1 Enabled: Enable DHCP relay information mode operation. When DHCP relay information
mode operation is enabled, the agent inserts specific information (option 82) into a DHCP
message when forwarding to DHCP server and removes it from a DHCP message when
transferring to DHCP client. It only works when DHCP relay operation mode is enabled.

Relay Information Policy
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Indicates the DHCP relay information option policy. When DHCP relay information mode operation is
enabled, if the agent receives a DHCP message that already contains relay agent information it will
enforce the policy. The 'Replace’ policy is invalid when relay information mode is disabled. Possible

policies are:
1 Replace: Replace the original relay information when a DHCP message that already contains

it is received.
1 Keep: Keep the original relay information when a DHCP message that already contains it is
received.
91 Drop: Drop the package when a DHCP message that already contains relay information is
received.
Buttons

1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.6. Configuration i DHCPv6

2.1.6.1. DHCPvV6 - Snooping
Configuration>DHCPv6>Snooping

DHCPv6 Snooping Configuration

Switch Configuration

Snooping Mode Disabled «
Unknown IPvé Next-Headers
Port Configuration

Port | Trust Mode

* <= v
Gi 1/1
Gi12
Gi1/3
Gi1/4

| Save || Reset |

DHCPv6 Snooping Configuration

Configure DHCP Snooping on this page.

Switch Configuration

Snooping Mode

Indicates the DHCP snooping mode operation. Possible modes are:
1 Disabled: Disable DHCP snooping mode operation.

1 Enabled: Enable DHCP snooping mode operation. When DHCP snooping mode operation is
enabled, the DHCP request messages will be forwarded to trusted ports and only allow reply
packets from trusted ports.

Unknown IPv6 Next-Headers

Indicates how Unknown IPv6 Next-Header values should be treated. The switch needs to parse all
IPv6 packets to a DHCPV6 client to determine if it is in fact a DHCPv6 message. If an unknown IPv6
extension header is encountered the parsing cannot continue. See RFC 7610, section 5, item 3 for
details. Possible options are:

91 Drop: Drop packets with unknown IPv6 extension headers. This is the most secure option but
may result in traffic disruptions.

1 Allow: Allow packets with unknown IPv6 extension headers. This is a less secure option but
prevents traffic disruptions.

Port Mode Configuration
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Port
Number of the port.
Trust Mode
Indicates the DHCP snooping port mode. Possible port modes are:
1 Untrusted: Configures the port as untrusted source of the DHCP messages.
1 Trusted: Configures the port as trusted source of the DHCP messages.
Buttons

1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.6.2. DHCPV6 - Relay
Configuration>DHCPv6>Relay

DHCPv6 Relay Configuration

Delete | Interface | Relay Interface | Relay Destination
| Delete | | VLAN 1| | VLAN 1| | ff05--1:3

| Add New Entry |

| Save | Reset |

DHCPv6 Relay Configuration

This is a table to configure Dhcp6_Relay for a specific vlan.
Delete

Delete an entry.

Interface

Interface identification.

Relay Interface

Interface identification. The id of the interface used for relaying.
Relay Destination

An Ipv6 address represented as human readable test as specified in RFC5952. The IPv6 address of
the DHCPV6 server that requests shall be relayed to. The default value 'ff05::1:3' mans ‘any DHCP
server'.

Buttons
1 Add New Entry: Click to add new entry.
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
1

Delete: Click to delete a DHCPvV6 relay entry.

-60-



Chapter 2 WelManagement- Configuration
2.1.7.1 Security Users

2.1.7. Configuration - Security
This section provides settings regardingtot he swi tchodés security functions.
be divided into 3 categories:

1 Switch: Here you can make security settings regarding to the switch itself.
1 Network: Providing security settings regarding to the network.
1 AAA: Here you can set RADIUS and TACACS+ authentication settings.

2.1.7.1. Security - Switch - Users
Configuration>Security>Switch>Users

Users Configuration

User Name | Privilege Level

admin 15

| Add New User |

Users Configuration

This page provides an overview of the current users. Currently the only way to login as another user
on the web server is to close and reopen the browser.

User Name
The name of the user. You can also click on the link to configure user account.
Privilege Level

The privilege level of the user. The allowed range is 1 to 15. If the privilege level value is 15, it can
access all groups, i.e. that is granted the fully control of the device. But others value need to refer to
each group privilege level. User's privilege should be same or greater than the group privilege level to
have the access of that group. By default setting, most groups privilege level 5 has the read-only
access and privilege level 10 has the read-write access. And the system maintenance (software
upload, factory defaults and etc.) need user privilege level 15. Generally, the privilege level 15 can be
used for an administrator account, privilege level 10 for a standard user account and privilege level 5
for a guest account.

Buttons

91 Add New User: Click to add a new user.

Add User

User Settings

User Name

Password (again)

Privilege Level

|

Password | |
|
|

0 v

[ save || Reset || Cancel |

Add User Settings
User Name
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A string identifying the user name that this entry should belong to. The allowed string length is 1 to 31.
The valid user name is a combination of letters, numbers and underscores.

Password

The password of the user. The allowed string length is 0 (no password) to 31 alphanumeric
characters. You have to entry the password twice to set the password.

Password (again)
Enter the password again.
Privilege Level

The privilege level of the user. The allowed range is 1 to 15. If the privilege level value is 15, it can
access all groups, i.e. that is granted the fully control of the device. But others value need to refer to
each group privilege level. User's privilege should be same or greater than the group privilege level to
have the access of that group.

By default setting, most groups privilege level 5 has the read-only access and privilege level 10 has
the read-write access. And the system maintenance (software upload, factory defaults and etc.) need
user privilege level 15. Generally, the privilege level 15 can be used for an administrator account,
privilege level 10 for a standard user account and privilege level 5 for a guest account.

Buttons

1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
1 Cancel: Click to undo any changes made locally and return to the Users.
1

Delete User: Delete the current user. Please note that the default user (admin) cannot be
deleted.

Edit User

User Settings

User Name [admin |

Change Password | Yes M

Password | |

Password (again) | |

Privilege Level

| Save || Reset || Cancel |

Edit User Settings
This page edit current exist user.
User Name

A string identifying the user name that this entry should belong to. The allowed string length is 1 to 31.
The valid user name is a combination of letters, numbers and underscores.Change

Password

The password of the user. The allowed string length is O (no password) to 31 alphanumeric
characters. You have to entry the password twice to set the password.
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Password (again)
Enter the password again.
Change Password

The password of the user,you can change. The allowed string length is 0 (no password) to 31
alphanumeric characters. You have to entry the password twice to set the password.

1 No
T Yes
Privilege Level

The privilege level of the user. The allowed range is 1 to 15. If the privilege level value is 15, it can
access all groups, i.e. that is granted the fully control of the device. But others value need to refer to
each group privilege level. User's privilege should be same or greater than the group privilege level to
have the access of that group.

By default setting, most groups privilege level 5 has the read-only access and privilege level 10 has
the read-write access. And the system maintenance (software upload, factory defaults and etc.) need
user privilege level 15. Generally, the privilege level 15 can be used for an administrator account,
privilege level 10 for a standard user account and privilege level 5 for a guest account.

Buttons
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
9 Cancel: Click to undo any changes made locally and return to the Users.

1 Delete User: Delete the current user. Please note that the default user (admin) cannot be
deleted.

-63-



Chapter 2 WebiMlanagement- Configuration
2.1.7.2 Security Privilege Level

2.1.7.2. Security - Switch - Privilege Level
Configuration>Security>Switch>Privilege Level

Privilege Level Configuration

Privilege Levels MRP
Group Name r‘Reac:l-ozr‘lltlly;:m | cor 'Read{write 5'c’llt?l.lesafr!-only StaI'él:l:ﬂ,d:‘wri':e AL
Aggregation NTP 10+
Alarm Ports
APS Private_VLANs
CFM 10~ PP
DDMI Qo3 10~
Debug RMirror
DHCP Security(access)
DHCPVB_Glient 0V Security(network)
Diagnostics sFlow 10 v 10~
ERPS Spanning_Tree
eten_protocol System
ETH_LINK_OAM uDLD
E_. UFDMA_AIL 10v
Green_Ethernet UAZ AR L
P 10~ 10~ UPnP
IPMC_Snooping veL
LACP VLAN_Translation 10v
LLDP A
Loop_Protect 10w 10v Voice_VLAN
MAG_Table v XxRP 10~ fo~
Miscellaneous 15 15w 15~ 15+ [ Save |[ Reset |

Privilege Level Configuration
This page provides an overview of the privilege levels.
Group Name

The name identifying the privilege group. In most cases, a privilege level group consists of a single
function (e.g. LACP, RSTP or Qo0S), but a few of them contains more than one. The following

functionsod privilege | evel can be set here:
- Aggregation - ERPS - Loop_Protect - QoS - UFDMA_CIL
- Alarm - Protocol - MAC_Table - RMirror - UPnP
- CFM - Firmware - Miscellaneous - Security(access) - VCL
- DDMI - Green_Ethernet - MRP - Security(network) - VLAN_Translation
- Debug - IP - MVR - sFlow - VLANs
- DHCP - IPMC_Snooping - NTP - Spanning_Tree - Voice_VLAN
- DHCPv6_Client - LACP - Ports - System - XXRP
- Diagnostics - LLDP - Private_VLANs - UDLD
- PTP - UFDMA_AIL

Detailed information regarding to these functions can be found in related chapters in the manual.
Pl ease note that some of the functions are only av,:
configuration interfaces (such as background running system functions).

Privilege Levels Configuration Read-only
Every group has an authorization Privilege level for the following sub groups:

Configuration Read-only: Users must have the same or higher privilege level to read configuration
web page.

Privilege Levels Configuration/Execute Read-write
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Configuration/Execute Read-write: Users must have the same or higher privilege level to read and
change settings in configuration web page.

Privilege Levels Status/Statistics Read-only

Status/Statistics Read-only: Users must have the same or higher privilege level to read status web
page.
Privilege Levels Status/Statistics Read-write

Status/Statistics Read-write: Users must have the same or higher privilege level to read/set
(clearing status counter) status web page.

Privilege Levels 0~15

The privilege level of the user. The allowed range is 0 to 15. If the privilege level value is 15, it can
access all groups, i.e. that is granted the fully control of the device. But others value need to refer to
each group privilege level. User's privilege should be same or greater than the group privilege level to
have the access of that group. By default setting, most groups privilege level 5 has the read-only
access and privilege level 10 has the read-write access. And the system maintenance (software
upload, factory defaults and etc.) need user privilege level 15. Generally, the privilege level 15 can be
used for an administrator account, privilege level 10 for a standard user account and privilege level 5
for a guest account.

User Privilege should be same or greater than the authorization Privilege level to have the access to
that group.

Buttons
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.7.3. Security - Switch - Authentication Method

ConfiguratiorrSecuritySwitch>Auth Method

Authentication Method Configuration

Client | Methods
console
telnat
ssh
http

Authentication Method Configuration

The authentication section allows youdonfigure how a user is authenticated when he logs intoshéchvia
one of the management client interfaces.

The table has one row for each client type and a number of columns, which are:
Client
The management client for which the configuration belowplégs, which include

1 Consoleg(using console port)

9 Telnet(using telnet)

1 SSHusing SSH)

1 HTTRusing Web GUI).
Method

Method can be set to one of the following values:

1 no: Authentication is disabled and login is not possible.

9 local: Use the local user dabase on the switch for authentication.
1 radius:Use remote RADIUS server(s) for authentication.

i tacacs Use remote TACACS+ server(s) for authentication.

Methods that involve remote servers are timed out if the remote servers are offline. In this casexhe

method is tried. Each method is tried from left to right and continues until a method either approves or rejects
a user. If a remote server is used for primary authentication it is recommended to configure secondary
authentication as 'local’. This Wwénable the management client to login via the local user database if none of
the configured authentication servers are alive.
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Command Authorization Method Configuration

Client | Method | €md Lvl | Cig €md
console | no ~| |0 O
telnet no ~| |0 |
ssh no ~| |0 O

Command Authorization Method Configuration
The command authorization section allows you to limit the CLI commands availableser.
The table has one row for each client type and a number of columns, which are:
Client
The management client for which the configuration below applies, which includes
1 Consolgusing console port)
9 Telnet(using telnet)
1 SSHusing SSH)
Method
Method can be set to one of the following values:

1 no: Command authorization is disabled. User is granted access to CLI commands according to his
privilege level.

7 tacacs:Use remoteTACACSserver(s) for command authorization. If all reta servers are offline, the
user is granted access to CLI commands according to his privilege level.

Cmd Lvl

Authorize all commands with a privilege level higher than or equal to this level.
Valid values are in the range 0 to 15.

Cfg Cmd

Also authorize cafiguration commands.

Accounting Method Configuration

Client | Method | Cmd Lvl | Exec

console | no v |
telnet no ~ I:l |
ssh no - O

Accounting Method Configuration
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The accounting section allows you to configure command and exec (login) accounting.
The table has one row for each client type and a number of columns, which are:
Client

The management client for weh the configuration below applies, which includes

1 Consolgusing console port)
1 Telnet(using telnet)
1 SSHusing SSH)

Method

Method can be set to one of the following values:

1 no:Accounting is disabled.
f tacacs:Use remoteTACACSserver(s) for accounting.
Cmd LvI

Enable accounting of all commands with a privilege level higher than or equal to this level.
Valid values are in the range 0 to 15. Leave the field empty to disable command accounting.

Exec
Enableexec (login) accounting.
Buttons

1 SavecClick to save changes.

1 Reset:Click to undo any changes made locally and revert to previously saved values.
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2.1.7.4. Security - Switch - SSH
Configuration>Security>Switch>SSH

S$5H Configuration
Mode

Save || Reset

SSH Configuration

Configure SSH on this page.

Mode

Indicates the SSH mode operation. Possible modes are:

9 Disabled: Disable SSH mode operation.
1 Enabled: Enable SSH mode operation.
Buttons
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.7.5. Security - Switch - HTTPS
Configuration>Security>Switch>HTTPS

HTTPS Configuration | Refresh |

Mode | Disabled v

Automatic Redirect

Certificate Maintain | |None v

Certificate Status Switch secure HTTP certificate is presented

| Save || Reset |

HTTPS Configuration

This page allows you to configure the HTTPS settings and maintain the current certificate on the
switch.

Mode
Indicate the HTTPS mode operation.
Possible modes are:
9 Disabled: Disable HTTPS mode operation.
1 Enabled: Enable HTTPS mode operation.
Automatic Redirect

Indicate the HTTPS redirect mode operation. It is only significant when "HTTPS Mode Enabled" is
selected. When the redirect mode is enabled, the HTTP connection will be redirected to HTTPS
connection automatically.

Notice that the browser may not allow the redirect operation due to the security consideration
unless the switch certificate is trusted to the browser. You need to initialize the HTTPS connection
manually for this case.

Possible modes are:
1 Disabled: Disable HTTPS redirect mode operation.
1 Enabled: Enable HTTPS redirect mode operation.
Certificate Maintain
The operation of certificate maintenance.
Possible operations are:
1 None: No operation.
1 Delete: Delete the current certificate.
1 Upload: Upload a certificate PEM file. Possible methods are: Web Browser or URL.
1

Generate: Generate a new self-signed RSA certificate.
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HTTPS Configuration [ Refresh |
Mode | Disabled ~]
Automatic Redirect
Certificate Maintain | Upload v
Certificate Pass Phrase | |
Certificate Upload [ Web Browser ~]
File Upload [ Choose File | No file chosen
Certificate Status Switch secure HTTP certificate is presented

| Save || Reset |

Certificate Pass Phrase
Enter the pass phrase in this field if your uploading certificate is protected by a specific passphrase.
Certificate Upload

Upload a certificate PEM file into the switch. The file should contain the certificate and private key
together. If you have two separated files for saving certificate and private key. Use the Linux cat
command to combine them into a single PEM file. For example, cat my.cert my.key > my.pem

Notice that the RSA certificate is recommended since most of the new version of browsers has
removed support for DSA in certificate, e.g. Firefox v37 and Chrome v39.

Possible methods are:
1 Web Browser: Upload a certificate via Web browser.

1 URL: Upload a certificate via URL, the supported protocols are HTTP, HTTPS, TFTP and
FTP. The URL format is <protocol>://[<username>[:<password>]@]<
host>[:<port>][/<path>]/<file_name>. For example,
tftp://10.10.10.10/new_image_path/new_image.dat,
http://lusername:password@10.10.10.10:80/new_image_path/new_image.dat. A valid file
name is a text string drawn from alphabet (A-Za-z), digits (0-9), dot (.), hyphen (-), under
score(_). The maximum length is 63 and hyphen must not be first character. The file name
content that only contains '." is not allowed.

File Upload
Choose the file for uploading.
Certificate Status
Display the current status of certificate on the switch.
Possible statuses are:
1 Switch secure HTTP certificate is presented.
1 Switch secure HTTP certificate is not presented.
1 Switch secure HTTP certificate is generating ....
Buttons
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.

1 Refresh: to refresh the page. Any changes made locally will be undone.
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2.1.7.6. Security - Switch - Access Management
Configuration>Security>Switch>Access Management

Access Management Configuration

| Mode |

Delete | VLANID | Start IP Address | End IP Address [ HTTP /HTTPS [ SNMP | TELNET/ SSH
| Delete | | 1] | 0000 | 0.0.00] o a O
| Add New Entry |

| Save || Reset |

Access Management Configuration

Configure access management table on this page. The maximum number of entries is 16. If the
application's type match any one of the access management entries, it will allow access to the
switch.

Mode

Indicates the access management mode operation. Possible modes are:
9 Disabled: Disable access management mode operation.
1 Enabled: Enable access management mode operation.

Delete

Click to delete the entry. It will be deleted during the next save.

VLAN ID

Indicates the VLAN ID for the access management entry.

Start IP Address

Indicates the start IP unicast address for the access management entry.

End IP Address

Indicates the end IP unicast address for the access management entry.

HTTP/HTTPS

Indicates that the host can access the switch from HTTP/HTTPS interface if the host IP address
matches the IP address range provided in the entry.

SNMP

Indicates that the host can access the switch from SNMP interface if the host IP address matches
the IP address range provided in the entry.

TELNET/SSH

Indicates that the host can access the switch from TELNET/SSH interface if the host IP address
matches the IP address range provided in the entry.

Buttons
1 Add New Entry: Click to add a new access management entry.
1 Save: Click to save changes.
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1 Reset: Click to undo any changes made locally and revert to previously saved values.

1 Delete: Delete the entry.
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2.1.7.7.1. Security - Switch - SNMP - System
Configuration>Security>Switch>SNMP>System

SNMP System Configuration

Mode

Engine ID

[Enabled

| 80007ae8030200c131cdB3

| Save || Reset |

SNMP System Configuration

Configure SNMP on this page.

Mode

Chapter 2 WebMlanagement- Configuration
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Indicates the SNMP mode operation. Possible modes are:

1 Disabled: Disable SNMP mode operation.
1 Enabled: Enable SNMP mode operation.

Engine ID

Indicates the SNMPv3 engine ID. The string must contain an even number(in hexadecimal format)
with number of digits between 10 and 64, but all-zeros and all-'F's are not allowed. Change of the
Engine ID will clear all original local users.

Buttons

1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.7.7.2. Security - Switch - SNMP i Trap
2.1.7.7.2.1. Security - Switch - SNMP 1 Trap - Destination
Configuration>Security>Switch>SNMP>Trap>Destinations

Trap Configuration

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

SNMP Trap Configuration

Trap Config Name |

Trap Mode | Disabled v
Trap Version | SNMP v2¢ v
Trap Community [ public

Trap Destination Port [162

Trap Inform Mode [ Disabled v

Trap Inform Timeout (seconds) f3

|
|
|
|
Trap Destination Address [ |
|
|
|
|

Trap Inform Retry Times \ 5

Trap Security Engine ID 800072e6030002ab21174b

Trap Security Name

| Save || Reset |

Trap Configuration
Trap Destination Configurations
Configure trap destinations on this page
Delete
Click this button to delete the entry. It will be deleted during the next save.
Name
Indicates the trap Configuration's name. Indicates the trap destination's name.
Enable
Indicates the trap destination mode operation. Possible modes are:
1 Disabled: Disable SNMP mode operation.
1 Enabled: Enable SNMP mode operation.
Version
Indicates the SNMP supported version. Possible versions are:
1 SNMP v1: Set SNMP supported version 1.
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1 SNMP v2c: Set SNMP supported version 2c.
I SNMP v3: Set SNMP supported version 3.
Destination Address

Indicates the SNMP trap destination address. It allow a valid IP address in dotted decimal notation
('x.y.z.w').

And it also allow a valid hostname. A valid hostname is a string drawn from the alphabet (A-Za-z),
digits (0-9), dot (.), dash (-). Spaces are not allowed, the first character must be an alpha character,
and the first and last characters must not be a dot or a dash.

Indicates the SNMP trap destination IPv6 address. IPv6 address is in 128-bit records represented as
eight fields of up to four hexadecimal digits with a colon separating each field (:). For example,
'fe80::215:¢5ff:fe03:4dc7'. The symbol "' is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can appear only once. It can also
represent a legally valid IPv4 address. For example, '::192.1.2.34".

Destination port

Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port, the
port range is 1~65535.

Buttons
1 Add New Entry: Click to add a new user.
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.

SNMP Trap Configuration
Trap Config Name

Indicates which trap Configuration's name for configuring. The allowed string length is 1 to 32, and the
allowed content is ASCII characters from 33 to 126.

Trap Mode
Indicates the SNMP mode operation. Possible modes are:
1 Disabled: Disable SNMP mode operation.
1 Enabled: Enable SNMP mode operation.
Trap Version
Indicates the SNMP supported version. Possible versions are:
1 SNMP v1: Set SNMP supported version 1.
1 SNMP v2c: Set SNMP supported version 2c.
1 SNMP v3: Set SNMP supported version 3.
Trap Community
Indicates the community access string when sending SNMP trap packet. The allowed string length is
0 to 63, and the allowed content is ASCII characters from 33 to 126.
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Trap Destination Address

Indicates the SNMP trap destination address. It allow a valid IP address in dotted decimal notation
('x.y.z.w').

And it also allow a valid hostname. A valid hostname is a string drawn from the alphabet (A-Za-z),
digits (0-9), dot (.), dash (-). Spaces are not allowed, the first character must be an alpha character,
and the first and last characters must not be a dot or a dash.

Indicates the SNMP trap destination IPv6 address. IPv6 address is in 128-bit records represented as
eight fields of up to four hexadecimal digits with a colon separating each field (:). For example,
'fe80::215:¢5ff:fe03:4dc7'. The symbol "' is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can appear only once. It can also
represent a legally valid IPv4 address. For example, '::192.1.2.34".

Trap Destination port

Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port, the
port range is 1~65535.

Trap Inform Mode
Indicates the SNMP trap inform mode operation. Possible modes are:
9 Disabled: Disable SNMP trap inform mode operation.
1 Enabled: Enable SNMP trap inform mode operation.
Trap Inform Timeout (seconds)
Indicates the SNMP trap inform timeout. The allowed range is 0 to 2147.
Trap Inform Retry Times
Indicates the SNMP trap inform retry times. The allowed range is 0 to 255.
Trap Security Engine ID

Indicates the SNMP trap security engine ID. SNMPv3 sends traps and informs using USM for
authentication and privacy. A unique engine ID for these traps and informs is needed. The string must
contain an even number(in hexadecimal format) with number of digits between 10 and 64, but all-
zeros and all-'F's are not allowed.

Trap Security Name

Indicates the SNMP trap security name. SNMPv3 traps and informs using USM for authentication and
privacy. A unique security name is needed when traps and informs are enabled.

Buttons
1 Add New Entry: Click to add a new user.
1 Save: Click to save changes.

1 Reset: Click to undo any changes made locally and revert to previously saved values.
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2.1.7.7.3. Security - Switch - SNMP - Sources
Configuration>Security>Switch>SNMP>Trap>Sources

Trap Configuration

Trap Source Configurations

2.1.7.7 Securityyf SNMP

Delete | Name | Type | Subset OID

| Delete |[ coldStart v |[included | |

| Add New Entry |

| Save | Reset |

Trap Configuration

This page provides SNMP trap source configurations. A trap is sent for the given trap source if at
least one filter with filter type included matches the filter, and no filters with filter type excluded

matches.
Trap Source Configurations
Delete
Click this button to delete the entry. It will be deleted during the next save.
Name
Indicates the name for the entry.
coldStart: The trap is generated when switch reboots.
warmStart: The trap is generated when switch is powered on.
i s when

linkup: The trap

linkDown: T h e

generated

trap is generated when sw

authenticationFailure: The trap is generated if a failed login (ex. wrong
password) is perform.

entConfigChange: The trap is generated if a setting change is made to the
switch.

newRoot: The trap is generated when a STP topology is changed and a
new STP roon is elected.

topologyChange: The trap is generated when a STP topology is changed
and the port CIST status is changed.

ldpRemTablesChange: The trap is generated the switch is connected to
ot her devices that support LLDP
change.

risingAlarm: The SNMP trap that is generated when an alarm entry
crosses its rising threshold and generates an event that is configured for
sending SNMP traps.

fallingAlarm: The SNMP trap that is generated when an alarm entry
crosses its falling threshold and generates an event that is configured
for sending SNMP traps

alarmTrapStatus: The status of the alarm has been changed.
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Name

1

coldStart v
swit

| warmStart

| linkUp

1 linkDown

! authenticationFailure

entConfigChange
newRoot
fopologyChange
lldpRemTablesChange
risingAlarm
fallingAlarm
alarmTrapStatus
ipTrapGlobalsiain
ipTraplnterfacesLink
psec TrapGlobalsiain
psec Traplnterfaces




Chapter 2 WebiMlanagement- Configuration
2.1.7.7 Securitgg, SNMP
ipTrapInterfacesLink: Thel P st atus of a switch¢€
ipTrapGlobalsMain: The IP status of a switch has been changed.

psecTrapGlobalsMain: The trap is generated when switch security
violation occurs and the violation mode is shut down.

psecTraplinterfaces: The trap is generated when a port security violation
occurs and the violation mode is shut down.

Type
The filter type for the entry. Possible types are:
9 included: An optional flag to indicate a trap is sent for the given trap source is matched.

1 excluded: An optional flag to indicate a trap is not sent for the given trap source is matched.
Subset OID

The subset OID for the entry. The value should depend on the what kind of trap name. For example,
the ifldex is the subset OID of linkUp and linkDown. A valid subset OID is one or more digital
number(0-4294967295) or asterisk(*) which are separated by dots(.). The first character must not
begin withasterisk(*) and the maximum of OID count must not exceed 128.

Buttons
1 Add New Entry: Click to add a new user.
1 Save: Click to save changes.
1 Reset: Click to undo any changes made locally and revert to previously saved values.
91 Delete: Delete an SNMP Trap Source.
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